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implement a master—slave coupling to achieve synchronization in the chaotic regime and quantify convergence of
the synchronization error. Numerical simulations show that the master system and the slave system synchronize
for control parameters f; = —0.34, fo = —0.52 and f3 = —0.76. These results highlight how incommensurate
fractional orders shape chaotic windows and demonstrate that appropriately tuned feedback can enforce coher-
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1 Introduction

In the digital age, cyber threats have evolved into a significant global concern. Computer viruses,
as one of the primary cyber threats, pose a serious risk to information security [Yang & Yang
(2012). These malicious software programs can replicate themselves, spread rapidly, and cause
severe damage to computer systems (Yang et al., 2013 Ren et al., [2012).

Fractional calculus is one of the sophisticated mathematical tools that researchers have used
to address the increasing complexity of contemporary systems (Ouannas et al., 2023, 2022;
Talbi et al., |2020a,bl). A more thorough description of systems with memory and hereditary
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properties is made possible by fractional calculus, which extends the ideas of classical calculus,
which deals with integer-order derivatives and integrals to non-integer orders (Khennaoui et al.,
2019; Ouannas et al.l [2019a), 2020, 2019b; (Ouannas & Phaml, 2019). For modeling real-world
phenomena with complex behaviors and long-term dependencies, this robust framework has
proven especially helpful (Khennaoui et al., [2019) 2018} (Ouannas et al., [2018; Bendoukha et al.,
2018; |Ouannas & Odibat, 2015a). Scientists and engineers can better capture the dynamics of
systems that are difficult to describe with conventional methods by utilizing fractional derivatives
and integrals (Ouannas, Azar & Vaidyanathan, 2017; |Ouannas & Odibat), [2015bf |Anakira et al.,
2023; [Farraj et al., 2023; [Berir, |2024; [Dharmalingam et al.,|2024; |Batiha et al.l |2025allb; Momani
et al., [2025).

Incommensurate fractional systems, in which various system components are distinguished by
different fractional orders, are among the most fascinating research topics in this field (Ouannas
& Al-Sawalhay, 20165 |Cuomo & Oppenheim), 1993; |Ouannas et al., 2019¢; [Wu & Baleanu, [2014).
These systems present special difficulties for analysis and control because they are intrinsically
complex and frequently display rich and intricate dynamics (Liu, [2016). Notwithstanding these
difficulties, incommensurate fractional systems present a great deal of promise for improving
our comprehension of multiscale and nonlinear phenomena (Wu et al., 2016). Additionally,
the concept of synchronization has garnered significant interest as a means to address issues
with system coordination and secure communication. The process of aligning several systems’
behaviors so they can work together harmoniously is known as synchronization (Zhang et al.,
2007; Terry & VanWiggeren, 2001; (Ouannas et al., 2019d).

In today’s interconnected digital world, cyber threats have become increasingly sophisticated
and pervasive. Computer viruses, as one of the most prevalent forms of cyberattacks, pose a sig-
nificant risk to individuals, organizations, and critical infrastructure. As these threats continue
to evolve, innovative approaches are needed to safeguard our digital assets. The synchronization
of incommensurate fractional discrete computer virus models represents a novel and challenging
research direction. By analyzing the synchronization conditions and designing effective synchro-
nization schemes, we can develop robust and secure communication systems that are resilient
to cyberattacks.

This research aims to investigate the synchronization of incommensurate fractional discrete
computer virus models. By exploring the underlying dynamics and developing innovative syn-
chronization techniques, we seek to contribute to the advancement of cybersecurity and the
protection of critical infrastructure.

The paper is organized as follows. Section 2 provides a foundational overview of fractional
discrete systems, culminating in the introduction of an incommensurate fractional discrete com-
puter virus model. Section 3 presents the synchronization analysis of the proposed model,
including synchronization criteria and numerical simulations to validate the theoretical find-
ings. Finally, Section 4 concludes the paper by summarizing the key contributions and outlining
potential avenues for future research.

2 Basic Concepts and Model Description

In this section, we recall some fundamental notions of discrete fractional calculus that will be
used throughout the paper. These concepts provide the mathematical framework for describing
memory and hereditary effects in dynamical systems. Based on these tools, we then formulate
the proposed fractional discrete computer virus model.

2.1 Fractional Discrete Operators

In this subsection, we recall some basic notions of discrete fractional calculus that will be used
in the formulation and analysis of the proposed model.
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Definition 1. (Abdeljawad, |2011)The k-th fractional sum of a function x can be expressed by

b—k
1
2°(8) = g 20— 1= m)" () 1)

where s € Ny, k>0, and N, = {b,b+ 1,0+ 2,... }.
Definition 2. (Atici & FEloe, |2009) The Caputo-like difference operator for x is defined by

t—(l—k)

S (e —m =)D A m), 2)

m=b

ix(e) = 4,7 AN(t)

l —R)
such that t € Nyyy_y, , and m = [k] + 1.
The discrete fractional model’s numerical formula is introduced by the following theorem.

Theorem 1. |[Wu & Baleany (2014)The solution to the fractional difference system

CAFY () =x(t+r—-1LY(t+r—1)), 3)
AY () =Y;, 1=[k]+1,
1s expressed by
Y () = Yo(t) + F(lﬁ) S (61— m) & D xm— 145, Y(m— 14 ), (@)
m=l—k
such that
=3 Lo v, Q
N = I'(j+1)

The next theorem reveals the key conditions that guarantee the stability of incommensurate
fractional-order difference equations.

Theorem 2. (Shatnaw: et al., 2022)
Consider the following system of difference equations:

“Ag'xa(t) = Ga(x(t + k1 — 1)),

A x2(t) = Ga(x(t + k2 — 1)), (6)

CASHXn(t) = Gn(X(t + Kn — 1))7

where G = (G1, Gz, ..., Gn) : R* = R™ and x(t) = (x1(t), x2(t), ..., xn(t))T € R™. Consider x;

such that 0 < k; <1 forj=1,2,...,n. Let M be the least common multiple of the denominators
gj of kj, where k; = Z—j with (wj,g;) =1 and wj, g; € Z* forj=1,2,...,n. Define r = ﬁ
det (diag(AMrmr AMr2 o \Meny (1 — AMYT) =0, (7)

such that J is the Jacobian matriz of @ If at least one root of lie inside the set C\ K",
then the trivial solution of the system @ 1s locally asymptotically stable, where

K" = {z eC: |z| < <2cos \ari(z)]> , and|arg(z)| < r;}’ (8)
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2.2 The Model

Yang et al.| (2013) pioneered the study of computer virus dynamics by proposing the following
model. In this formulation, the total number of internal computers is normalized so that S(t) +
L(t) + B(t) = 1, where S(t), L(t), and B(t) denote the percentages of uninfected, latent, and
seizing computers, respectively. The model is governed by the system

S =0—BS(L+B)+vL+vB-o0S,
L=p3S(L+B)—yL—aL—oL, (9)

B=alL—vB—-o0B.

All parameters are assumed to be positive. Their biological and technical interpretations are
summarized in Table [l

Table 1: Description of variables and parameters in system @])

Symbol | Description
S(t) Percentage of uninfected (virus-free) computers
L(t) Percentage of latent (infected but not yet breaking out) computers
B(t) Percentage of seizing (infected and actively breaking out) computers
o Connection/disconnection rate of computers
8 Infection transmission rate
e Rate at which latent computers become seizing
Y1 Recovery rate of latent computers
Y2 Recovery rate of seizing computers

The first-order difference of (9] is designed as follows using a discretization:

AS = h[a - /BSn(Ln + Bn) + ’Yan + 'YQBn - USn]7
AL = h[BSy(Ly, + By) — v1Ly, — oLy, — 0Ly), (10)
AB = hlaL,, — v2 B, — 0 By).
We investigate the behavior of the proposed fractional model with incommensurate order.
By assigning different fractional order values, we introduce the concept of incommensurate order

and generate a novel incommensurate fractional chaotic model. Using the Caputo-like difference
operator “Af, we create the fractional version of

CSAF'S(t) =hlo—=BS(t+r—1)(L(t+k —1)+Bt+r1—1)+mL(t+r —1)
+72B(t + k1 —1)—0S(t + K1 —1)],

CAPL(t) =h[BS(t+ ke —1)(L(t+ ke — 1)+ B(t+ Ky —1)) =N L(t + k2 — 1) (11)
—aL(t+ky—1) —oL(t + kg — 1)],

CAPB(t) =hlaL(t+k3—1)—vB(t+kr3—1)—0B(t + k3 —1)].

where 0 < k123 <1, te¢€ Npr1-s,
Setting b = 0 and using Theorem 1} we obtain the numerical formula of the fractional discrete

system [IT}

S(m) = S(0) + oy Yoy T2 o - BS(5 - (LG - 1) + B(3 - 1))
+mL(G —1) +7B({ —1) —oS(i - 1),

L(n) = L(0) + oy Yoy T80 (8935 - 1)(L(3 - 1) + B(3 - 1)) (12)
~NL(3 = 1) = al(3 —1) —oL(j - 1),

B(n) = B(0) + iy Yoy a5t [aL(3—1) =92B(3 —1) = 0BG — 1)),
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where the initial conditions are S(0), L(0), and B(0).

Numerical simulations can be used to analyze the dynamics of system and comprehend
its behavior. Bifurcation diagrams, phase portraits, and the maximum Lyapunov exponent
(MLE) (computed using the Jacobian matrix algorithm Wu & Baleanu| (2015))) are three essential
tools for this analysis. For the incommensurate system , the fractional order k3 plays a
crucial role in shaping the nonlinear dynamics of the fractional computer virus model. To
investigate its effect, we fix the orders at k1 = 0.8, ko = 1, and vary 3 in the range [0.65, 1] with
initial values (0.4,0.4,0.2) and take 0 = 0.1, f = 2.1, y1 = 0.1, 72 = 0.3, and a = 1.9. The results
are illustrated in Figure (1} In Figure (a)7 the phase portrait shows a strange attractor with a
dense and irregular structure, confirming the existence of persistent chaotic oscillations rather
than convergence to equilibrium or periodic cycles. This reflects the strong nonlinear interaction
among susceptible, latent, and breaking nodes under incommensurate memory effects. The
incommensurate fractional orders are chosen as k1 = 0.8, ko = 1, and k3 = 0.67. These values
are selected to illustrate the sensitivity of the system to variations in fractional orders. Numerical
bifurcation analysis and the computation of the maximum Lyapunov exponent (MLE) indicate
that these orders produce pronounced chaotic windows, enabling an effective investigation of
both chaotic dynamics and synchronization phenomena. This choice also demonstrates the
richer dynamical behavior achievable in the incommensurate fractional-order system compared
to commensurate or integer-order models. The bifurcation diagram in Figure (b) reveals that
as k3 increases, the system undergoes a transition from relatively narrow chaotic bands to wider,
more dispersed regions, interspersed with periodic windows. This widening indicates a higher
level of unpredictability and irregular fluctuations in the susceptible population as the order
approaches unity. The MLE curve in Figure (c) remains positive throughout the considered
interval, with values rising to approximately 0.42 near k3 = 1. This confirms the presence of
robust chaos and demonstrates that the instability of trajectories strengthens with increasing 3.
The positive MLE provides a quantitative validation of the chaotic attractors observed in a)
and the bifurcation structures in (b) These results demonstrate that the incommensurate-order
formulation of the fractional discrete computer virus model exhibits rich chaotic behavior for
most values of k3. This highlights the sensitive dependence of the system on memory asymmetry:
even when one fractional order is fixed at unity, varying the other orders can significantly alter
the complexity of virus propagation dynamics.

02 . " " . . 0
06 065 07 075 08 08 09 095 1 06 065 07 075 08 08 09 095 1

(a) (b) (©)

Figure 1: Incommensurate fractional discrete computer virus dynamics. (a) Chaotic attractor in
(S,L, B) for (k1,k2,k3) = (0.8,1,0.67). (b) Bifurcation diagram of S versus the third fractional
order k3. (¢) Largest Lyapunov exponent (MLE) versus k3.

In the present study, the model parameters are chosen for illustrative purposes to elucidate
the system’s chaotic dynamics and synchronization behavior. In practical applications, however,
these parameters, such as infection, recovery, and coupling rates, can be estimated from real-
world data. For instance, epidemiological models adapted to malware spread have been fitted
to real malware datasets to infer infection and recovery rates (Yom-Tov et al.|2019). Similarly,
studies using Monte Carlo or Physics-Informed Neural Network (PINN) approaches have demon-
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strated effective estimation of critical parameters (e.g., infection rate, removal rate) in malware
propagation models within IoT networks (Severt, Casado-Vara & Martin del Rey, 2023)). We
emphasize that integrating real data-driven calibration into our fractional-order framework is a
promising direction for future work.

3 Synchronization Result

This section focuses on the synchronization of fractional-order chaotic computer virus models.
We design an adaptive control scheme to force the synchronization error between two systems
to converge to zero.

The master system is described as

(cA1S(t) =0 —BS(t+r — 1) (L(t+r1 —1)+ Bt +r1 — 1)) + 1Lt + K1 — 1)
+7B(t+ k1 —1)—0S(t+ k1 — 1),

CAPPL(t) =BS(t4+re—1)(L(t+re—1)+B(t+re—1)) —nL(t+re—1) (13)
—aL(t+ k2 —1) —oL(t + k2 — 1),

CAPB(t) =aLl(t+hr3—1)—vB(t+krs—1)—0B(t+r3—1).

and the controlled incommensurate system is given by

(CAF1S5(t) =0 — BSs(t + k1 — 1)(Ls(t + K1 — 1) + Bs(t +#1 — 1)) + 1 Ls(t + K1 — 1)
+72Bs(t + k1 —1) —0Ss(t + k1 — 1)+ Th(t + k1 — 1),
CAZ2LS(t) = /BSs(t + K2 — 1)(Ls(t + K2 — 1) + Bs(t + K2 — 1)) - P)/ILs(t + Ko — 1)
—aLls(t+ Ky —1) —0oLs(t + ko — 1)+ To(t + ko — 1),
SAPBs(t) =aLs(t+r3—1) —vBs(t+r3—1)—0Bs(t +r3 — 1)+ T3(t + r3 —1).
14
where the control inputs 7(t), T2(t), and T3(t) are designed to synchronize the two syste<ms).

Now, define the error states as ey = Ss — 5, e = Ly — L and e3 = Bs — B. The resulting error
dynamics system can be obtained by

cAzlel(t) = —ﬁSs(t + K1 — 1)(L5(t + K1 — 1) + Bs(t + K1 — 1)) + ’YlLs(t ) 1)
+7Bs(t+Kx—1)—0Ss(t + k1 — 1)+ Ti(t + k1 — 1)
+8S(t+ kK1 —1)(L(t+k1—1)+Bt+r1—1) —mL(t+r —1)
—vB(t+ k1 —1)+0S(t + k1 — 1),

CAes(t) = PSs(t +re —1)(Ls(t +r2 — 1)+ Bs(t +r2 — 1)) =11 Ls(t + K2 — 1)
—aLls(t+ Ky —1)—0oLs(t + ke —1)+To(t+ Ko —1)
—BS(t+re—1)(L(t+re—1)+Bt+re—1)+nL(t+r2—1)
+al(t+ ke — 1)+ 0L(t + ko — 1),

CAZ363(1:) =als(t+r3—1)—7Bs(t+kr3—1)—0Bs(t + k3 —1)+T3(t + K3 —1)
—aLl(t+ kK3 —1)+7B(t+k3—1)+0B(t+ k3 —1).

(15)

The following theorem establishes adaptive rules for the controllers 77,75, and T3, ensuring
that the synchronization error asymptotically converges to zero.
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Theorem 3. Subject to

Ti(t) = frea(t) + B(=5(¢)(L
+72(B(¢) — Bs(t)) — o
To(t) = fzez(t) + B(S(t)(L(t) + B(¢)) = Ss(t)(Ls(t) + Bs(t)))

T3(t) = f3e3(t) a(L(t) - s(t)) — (2 +0)(B(¢) — Bs(t)),

(16)
The master system and slave systems achieve synchronization at fi = —0.34, fo =
—0.52 and f3 = —0.76

Proof. Substituting 17,75, and T3 into , the following error dynamical system is obtained:

CAytel(t) = fiei(t),
CApPea(t) = faea(t), (17)
CAZ3€3(’G) = fgeg(t).

Applying Theorem [2] the corresponding stability condition is given by:
det (diag(AMmr, \Mr2 \Mrs)y (1 — \M) 4) = 0, (18)

where M = 100 for (k1, k2, k3) = (0.8,1,0.67).
Explicitly, we obtain:

X000 fi 0 0
det 0 MO o | —1=-X%f{0 f o =0, (19)
0 0 A7 0 0 f3
which reduces to:
()\80 o fl(]- o )\100)) (AIOO o f2(1 o AIOO)) ()\67 o fS(]- o )\100)) — O, (20)

The control inputs f; = —0.34, fo = —0.52, and f3 = —0.76 are designed to stabilize the
error system, driving the error states in to zero. The 300 solutions A; (j = 1,...,300) of
Equation ([20]) all lie in C\ K T:O, ensuring that the stability criterion of Theorem [2|is satisfied.
Consequently, the error dynamics are asymptotically stable. The rapid convergence of the
errors in to zero establishes synchronization between the master system and the slave
system . This theoretical result is supported by Figure |2, where the error states converge
to zero under the designed control inputs and the incommensurate orders x; = 0.8, k3 = 1, and
R3 = 0.67. ]

4 Conclusion and Future Works

In this work, we investigated the chaotic dynamics and synchronization of an incommensurate
fractional discrete computer virus model, which incorporates memory effects and non-local be-
havior inherent in real-world networks. The system’s complex behavior was characterized using
bifurcation diagrams, phase portraits, and the maximum Lyapunov exponent (MLE), confirm-
ing chaotic regimes where MLFE > 0. A master—slave coupling strategy was implemented to
achieve synchronization in the chaotic regime, and the convergence of the synchronization error
was quantified. Numerical simulations showed that the master and slave systems synchronize
effectively for specific control parameters. The results highlight how incommensurate fractional
orders shape chaotic windows and demonstrate that appropriately tuned feedback can enforce
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Figure 2: Evolution of the incommensurate error system for (k1,kK2,k3) = (0.8,1,0.67) and
(e1(0), e2(0),e5(0)) = (0.3,0.2,0.1).

coherent behavior, offering insights for the design of mitigation strategies against computer-virus
propagation in complex networks. In addition to contributing to the growing body of research
on fractional-order systems, this work provides practical information for developing countermea-
sures against digital epidemics. Future research could extend the model to incorporate network
topologies, time delays, adaptive control, and real-world data calibration. We appreciate the re-
viewer’s suggestion that calibrating the model with real-world malware propagation data would
further enhance practical relevance; due to limited dataset availability, this is proposed as a
promising direction for future work.
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