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Abstract. In this paper proposes an integrated security model based on Elliptic Curve Cryptography (ECC),
combining the Elliptic Curve Digital Signature Algorithm (ECDSA) and the Elliptic Curve Integrated Encryp-
tion Scheme (ECIES) into a unified framework. This model addresses the limitations of traditional cryptographic
schemes, such as RSA, by providing equivalent security with much shorter keys and lower computational costs.
Using a common elliptic curve structure, the proposed system reduces implementation complexity and enhances
efficiency, making it suitable for resource-constrained environments, such as IoT devices and medical sensors. Ex-
perimental results demonstrate a 40% improvement in processing time and a 78% reduction in power consumption
compared to traditional hybrid systems. The model also enhances resistance to known attacks by applying data
hiding techniques during encryption. This work demonstrates a promising direction toward secure and efficient

communications in next-generation networks and applications.
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1 Introduction

In light of the rapid development in the world, where data has become the economy of some
countries, the urgent need for integrated and robust security systems capable of confronting the
advanced threats lurking in electronic communications emerges. Security requirements today are
not limited to protecting the confidentiality of information only, but also to ensuring the credibil-
ity of the transacting parties, proving the inability to deny sending or receiving, and maintaining
the integrity of the content from any change during transmission. Hence, the limitations of tra-
ditional systems such as RSA appear (Blagoev et al. 2021), which, although they have formed
the cornerstone of cybersecurity for years, suffer from a significant problem in our current era,
which is the large size of keys (often exceeding 3000 bits) and the computational complexity that
drains the limited resources of smart devices. In this context, the research presents an innovative
solution based on elliptic curves (ECC) mathematics to integrate two critical security layers -
digital signature via the ECDSA algorithm and encryption using a scheme such as ECIES - into
a unified model. Not only does this combination meet comprehensive security requirements, it
also achieves a quantum leap in efficiency thanks to the unique properties of ECC, which enable
it to provide a security level equivalent to RSA with keys six times shorter (256 bits versus 3072
bits), which translates into energy savings of up to 78% according to previous studies, making
it ideal for critical applications such as implanted medical devices or wireless sensor networks in
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smart cities (Mahto et al., 2017).

The proposed model is based on unifying the mathematical structure of the elliptic curve in
both the signature and encryption processes, creating operational consistency that reduces the
complexity of system implementation and simplifies key lifecycle management. Instead of using
separate structures for signature (such as RSA-PSS) and encryption (such as AES), the hybrid
system provides a homogeneous framework in which security components interact organically,
with the same ECC keys — after mathematical transformation — used in both layers, reducing
side-channel attacks caused by multiple computing units. Preliminary analyses show a clear su-
periority of the model in test environments, recording a total time (signature + encryption) that
is 40% lower than traditional hybrid systems (RSA + AES), while maintaining high resistance
to known attacks such as signature malleability attacks in ECDSA, by incorporating data mask-
ing techniques in the encryption phase. This research is expected to be a turning point in the
design of security protocols for the next generation of applications, especially in the context of
the Fourth Industrial Revolution where speed requirements conflict with protection imperatives
in large IoT networks and highly sensitive systems such as smart energy infrastructures.

Recent institutional adoption of elliptic curve cryptography (ECC) underscores its growing
credibility and practical value. For example, the United States National Security Agency (NSA)
included ECC in its Suite B Cryptography guidelines for protecting classified information, while
organizations like ISO and NIST have endorsed it for use in resource-constrained environments
(Headquarters|, 2021; |Barker et al., [2017)).

Furthermore, recent studies have shown that integrating ECDSA and ECIES not only im-
proves computational efficiency but also enhances flexibility in key management. This inte-
gration helps mitigate common attacks such as Man-in-the-Middle and redirection attacks by
allowing authentication and encryption processes to operate within a unified and consistent
framework. Simulations in Internet of Things (IoT) environments have demonstrated the prac-
tical advantages of this unified ECC-based model, showing reduced processing overhead com-
pared to traditional systems that utilize separate keys for signing and encryption. Consequently,
this model presents a promising foundation for building standardized security architectures that
align with the demands of modern cyber threat landscapes and the growing complexity of smart
device ecosystems (Batina et al., [2006]).

Beyond performance and security, the unified ECC-based model also supports scalability and
adaptability—key requirements for future-proof cryptographic systems. As digital ecosystems
continue to grow in complexity, especially with the rise of edge computing and decentralized
architectures, having a lightweight yet secure framework becomes indispensable. The flexibility
of elliptic curve algorithms makes them well-suited for seamless integration into heterogeneous
environments, including constrained devices, mobile platforms, and embedded systems. Accord-
ing to Liu and Ning (2008), ECC outperforms traditional public-key cryptography in sensor
networks by offering strong security with significantly reduced computational and communica-
tion costs, reinforcing its viability for a wide range of next-generation applications (Liu & Ning},
2008).

2 Related Work

In 2015, Thab Al-Khatib, Muhammad Alia, and Adnan Hanif proposed a method for using
elliptic curve techniques in electronic payment operations via mobile phones without the need
for bank cards. This work highlighted the possibility of enhancing security and convenience in
electronic financial transactions, representing an innovative step in the field of payment systems
(Alkhateeb et al., 2015).

In 2019, Mishall Al-Zubaidie presented a study on public-key cryptography algorithms, par-
ticularly the elliptic curve cryptography (ECC) and the elliptic curve digital signature algorithm
(ECDSA). These algorithms have attracted the attention of many researchers from different in-
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stitutions due to the high level of security and performance they provide. They have been
applied in various fields such as electronic healthcare, electronic banking, electronic commerce,
electronic vehicular systems, and electronic governance. The study emphasized that these algo-
rithms enhance security against various attacks while improving performance to achieve efficiency
in terms of time, memory, reduced computational complexity, and energy saving, especially in
resource-constrained environments and large systems (Al-Zubaidie et al., 2019).

These works serve as important references in the field of elliptic curve cryptography, offering
insights and practical applications that contribute to the development and security of electronic
payment systems, underscoring the importance of adopting these techniques in modern systems.

3 Methodology

Several years ago, the focus in the communications process was on how to encrypt messages
and protect them from saboteurs and also maintain their confidentiality because they may
contain very sensitive data and if an unauthorized person views them, problems may occur and
information may be leaked, especially in military fields. Encryption was an important part
of transmitting messages, but with the rapid development, especially in the field of financial
transfers that take place over the Internet, the encryption process became insufficient because
the message to the recipient cannot be sure who exactly sent the message when encrypting the
message was through the recipient’s public key and anyone who discovered the structure of the
original message could imitate it, encrypt it and send it to the recipient. Because of this problem,
the search was for a strong algorithm for a digital signature for the message and not encrypts
it. Several algorithms have already been created for digital signatures, the most famous of
which is the RSA algorithm, which is a good algorithm but suffers from performance problems
due to the length of its key exceeding 3000 bits, so it is not suitable for devices and sensors
with few resources (Mahto et al., [2017; |Al-Zubaidie et al., 2019). Today, there is an algorithm
no less than RAS, but rather an algorithm that is classified in its efficiency and strength as
many times higher than RSA and is suitable for devices with limited resources such as medical
sensors. The human body implanted algorithm, which is resource-limited, is called the elliptic
curve algorithm, which has a key length of 256 bits, which is equivalent in strength to the RSA
key of 3000 bits.

In this paper, we designed an integrated framework that combines digital signature and en-
cryption processes using the properties of elliptic curves (ECC) to achieve high security while
reducing computational costs. The model is based on the integration of two main algorithms:
ECDSA (for digital signature generation and verification) and ECIES (for encryption and de-
cryption). The process starts at the sender by generating the key pair (private and public) using
a standard elliptic curve such as secp256k1, then signing the message with the sender’s private
key to generate a unique digital signature. After that, the message and signature were combined
into a single packet and encrypted using the recipient’s public key via ECIES, ensuring data
confidentiality and integrity. At the recipient, the packet was decrypted using the recipient’s
private key to separate the original message from the signature. The signature was then verified
via the ECDSA algorithm using the sender’s public key, confirming the sender’s identity and
that the message had not been modified. The methodology focused on improving efficiency by
taking advantage of the common mathematical structure of elliptic curves in both algorithms,
which reduced redundant computation and data size.

4 Implementation & Analysis

Elliptic (ECC) combines the ECDSA digital signature algorithm and the ECIES encryption
algorithm into a unified, highly efficient framework, with a focus on improving efficiency and
reducing resource consumption. Python was used to implement the hybrid process, and we will
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explain how it works for both the sender and receiver Figure 1. The following steps are followed
to implement this process on the sender side:

1. Obtain the private key and the public key for each party.
2. Sign the message using the private key of the sending party
3. Combine the resulting digital signature with the message.

4. Consider the result of combining the message and the digital signature as a ”message” and
encrypt the message using the public key of the receiving party. As show in Figure 2.

Receiver side:
1. Decrypt the received message using the recipient’s private key.

2. After decryption, the message will appear combined with the digital signature. The real
message and the digital signature are separated.

3. Verify the validity of the message based on the public key of the sending party and the
presence of the digital signature and the message. As show in Figure 3.

A »- B
public_key public_A public_key public_B
private_key private_A private_key private_B

message: Hello

Figure 1: Sender, receiver and their keys

IIIHHHHHHHIII

L
[ private_A } v| B = Digital signature use ECDSA |

M= {

signature:B,
public_B message: Hello
}

Encryption = ECIES(M)

send

Figure 2: Illustration of the processing method before sending from the sender’s side
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encrypted
meassage

L)

private_B } »{ M = Decrypt

check(B , message)

public_A

( Trusted message )-—ves ( Untrusted message )

Figure 3: Illustration of the processing method on the recipient side

As shown in Figure 4, we created the public and private keys for both parties, the sender
and the recipient, and specified the message as “University of Mosul”. After executing the
Python code, we obtained the results as shown in Figure 5, where the created digital signature
is printed with the complete encrypted message containing the message in addition to the digital
signature after combining them into one text in the form of josn. This happens on the sender’s
side, while the recipient’s side first decrypts the message to obtain a json text containing the
digital signature in addition to the message. At this point, the recipient has seen the message,
but he must verify the sender. This is what happens in the last step, where the recipient verifies
the digital signature using the sender’s public key. If the verification is correct, the recipient can
approve the message data. If the verification is incorrect, the recipient must ignore the message
because it may be from a third party trying to defraud.

PS C:\Users\DANI PC> & C:/Python312/python.exe "c:/Users/DANI
PC/Desktop/eec/two.py"

message: University of Mosul

private key A: 976779dd8e@d3b7cldf9addadb5fI6ebc02eb869596dbb
Be616203ffcf3f73ce

public key Az 960bB67afc600093140043519dd781070443e5144e67be?
623e1940F0e7£77395cfffeblfd7fa0780ebfedB7aRB77a57792f82551c29
asSbf56e5571b@2c5ff2

private key B: 3591bl2d4626ccd5@f810f677F3361d313aad5184aba7
c209c1cel®B53bb5c60

public key B: 156bafObab7edclid9343fb3ed55736a8ebc26a45+dd267
53bafSeld21bece3114968b6bb568799a268c9b300bbae9605ddbSbS5c659ae
f5df79adc0f5dadadc?

Figure 4: The private and public keys of the sender and receiver, as well as the message.
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signituer: 989debl5b1eed015987b13123b76a4c509c38F56ad4cblbdded
ele3912de7eedf85e775591946097a8b06F382f3d015d82belf1c3752c1171a
d7120f7848a2la

Message and signature after encryption: 042e43cfdf6ab2b9b2506a
28918116bb8310b8dd512686c8122F22db10b122dc3624%de3dedebd7daz2
£25065844728508aa79ffb65ce8dfafeSbd2a275edfdbaccacd85atb6dbbabe
b8a@9d563326581f6ct248a80d8f8aedfb5a5%ectddbaa’259ec78817ef1210
7¢33f1acofb65ba270d3705e15cdc4e812d1b0ef26bd3b37b1b7ed40546347d
afoff74c56734a1%eBcd25a3F37d9d6f6e945b2d8a331001a29376cbf29b685
2e29dbe@5b969a649cT7eaib

=======ReciveRecipient side=======

decrypted message: b'University of Mosul'

signature: 909debl15b1eed015987b13123b76a4c569c38F56ad4cblbb4dded
ele3912de/eedf85e775591946097a8b06f38213d@15d82belf1c3752c1171a
d712ef7848a2la

The message signature has been verified.

PS C:\Users\DANI PC> []

Figure 5: Signing and encrypting the message, as well as decrypting and verifying the message

5 Results and Discussion

The results of this research demonstrate the effectiveness and efficiency of the proposed inte-
grated security model based on Elliptic Curve Cryptography (ECC). By combining the digital
signature algorithm ECDSA and the encryption algorithm ECIES, the system achieves strong
security and optimal performance. Through testing and analysis, the model has proven to out-
perform traditional systems such as RSA in terms of key size, computational efficiency, and
power consumption |Gobi et al| (2018).

One of the key advantages noted is the reduction in key size without compromising security.
The ECC-based model uses 256-bit keys, which provide the same level of security as 3072-bit
RSA keys. This reduction in key size translates into much better speed and performance. The
total time to generate a digital signature and encrypt a message was measured to be 40% faster
compared to hybrid systems using RSA and AES algorithms.

In terms of power efficiency, the proposed model showed savings of up to 78%, making it par-
ticularly suitable for resource-constrained environments such as medical sensors and IoT devices.
These savings are critical to extending battery life and reducing overall device operational costs
in large-scale deployments. The model also maintains high resistance to known cryptographic
attacks. By incorporating data hiding techniques during the encryption phase, it mitigates the
risk of signature forgeability attacks often associated with ECDSA. Additionally, the unified key
management structure reduces the potential for side-channel attacks, as the same elliptic curve
framework is used across both the signature and encryption processes |Aung & Hla/ (2019).

In this research paper, an integrated security model is introduced, based on Elliptic Curve
Cryptography (ECC) that combines two key algorithms:

1. ECDSA for digital signature

2. ECIES for encryption

This model is compared to the traditional hybrid security approach, which typically relies
on:
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1. RSA for digital signature

2. AES for encryption

5.1 Structure and Integration

The traditional method uses two completely different algorithms for signing and encryp-
tion, which increases the complexity of implementation and key management. In contrast,
the proposed model uses the same mathematical structure (elliptic curves) for both op-
erations. This creates a unified and consistent system, making the implementation simpler
and more efficient.

5.2 Performance and Efficiency

The proposed method significantly outperforms the traditional approach:

e It uses shorter keys (only 256 bits) compared to RSA (which requires over 3000 bits for
equivalent security).

e This results in:

— Faster processing.
— Lower power consumption.

This makes the proposed model ideal for resource-constrained devices, such as medical
sensors and Internet of Things (IoT) devices.

5.3 Security
While both systems provide high levels of security, the proposed model offers:

e Stronger resistance to known attacks, such as signature forgery and side-channel
attacks.

e The use of data masking techniques enhances protection during the encryption phase.

e A unified key structure reduces the surface area for potential vulnerabilities.

6 Challenges

One of the most prominent challenges in the process of digital signature and encryption is how
to keep the private key confidential and not disclose it in any operations during the transfer of
data and messages in the network. In sensors, this can be done by burning the private key inside
the sensor and not keeping it anywhere, but the problem lies in the messages sent by individuals.
How can an individual keep this key confidential? Because once it is hacked by thieves, they
can send messages signed by the person’s name.

7 Conclusion and Future Work

The results of this study confirm that the ECC-based integrated model provides a highly ef-
ficient and secure solution for modern communication systems. Its ability to provide strong
cryptographic security while consuming fewer resources makes it an ideal choice for critical ap-
plications in areas such as healthcare, smart cities, and the Internet of Things. In the future, it
will be necessary to address key management challenges and scale up the model’s deployment
in the real world to fully utilize the power and efficiency of the model.
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